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Abstract

Adversarial attacks using adversarial examples have recently become a significant threat that
intentionally misleads deep-learning models beyond human recognition. Adversarial examples
have primarily been studied in the field of image recognition; however, they have recently been
applied in other fields, including time series data classification. To generate adversarial examples,
small perturbations unrecognizable by humans are typically added to all the data regions.
However, adding perturbations to the entire time series data results in time series data that are
clearly manipulated for time series classification. In this case, adversarial attacks are immedi-
ately apparent to humans and do not pose a significant threat. This study shows that unidentifi-
able adversarial examples of time series can be identified as adversarial examples in time series
data classification by adopting partial perturbations. The fast gradient sign method (FGSM) and
projected gradient descent (PGD) attack methods, which are originally proposed for generating
adversarial examples of image data, are applied to time series data classification models. In this
study, partial-FGSM and partial-PGD attacks are proposed which utilize only a part of the per-
turbations to generate fewer unreliable adversarial examples of time series data that are easily
recognized as adversarial examples. To evaluate partial-FGSM and partial-PGD attacks, the 2
Class-Based-Detecting adversarial detection method is employed, as its effectiveness for pro-
tecting adversarial attacks against time series classification has been proven. The performance is
evaluated, and the results show that attacks are possible with a small degradation in attack per-
formance for some datasets, even if the perturbation ratio is 1/10.
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1 Introduction

Deep learning is a machine learning method that reproduces the mechanism of human neurons,
and it has become an indispensable high-performance technology for various applications in-
cluding, image recognition, speech recognition, natural language processing, and time series data
analysis [1]. However, deep learning is vulnerable to attacks that employ adversarial examples, a
threat with a highly probability of causing model misclassifications [2][3]. Adversarial examples
are data created by adding extremely small perturbations to input data that are imperceptible to
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humans, intended to mislead the output of a deep learning model. Adversarial attacks using
adversarial examples have been extensively studied in the context of image recognition
[4][5][6][7]. Recently, researchers have analyzed the threat with regard to other deep learning
applications, including speech recognition [8], natural language processing [9], and time series
data classification [10][11][12][13]. The vulnerability of this model poses a threat when deep
learning is applied to an actual system.

This study focuses on adversarial attacks using adversarial examples for time series data
classification, which is the task of predicting class labels for unclassified time series data. Ad-
versarial examples for time series data classification can be generated in the same manner as
those for image recognition [10]. In addition, studies have evaluated attack performance and
methods for defense against adversarial examples [11][12][13]. Time series data are common in
several contexts, including sensor observations, biometric signals, and motion data. As time
series data classification is an important task, the identification of adversarial examples of time
series data is essential in order to mitigate the risk their potential exploitation poses to sens-
ing-centric applications.

Methods for generating adversarial examples that are commonly used in image recognition
can be used to easily generate manipulated time series data. In the case of image data, perturbing
the entire dataset does not facilitate the easy determination of whether perturbations have been
introduced because the noise is minute and difficult to detect. However, in the case of time series
data classification, the addition of perturbations generates adversarial examples that are easy to
detect, including perturbations that are perceptible to humans. This is because noise added to
pixels in image data cannot be recognized because it is a small change in tint, but noise added to
time series data can be easily recognized by comparing it with normal data.

This study demonstrates that adversarial examples for time series data classification generated
by methods commonly used in image recognition can be easily identified. Additionally, if partial
perturbations are used to generate adversarial examples, then adversarial examples that are
seemingly indistinguishable from adversarial examples that are perturbed can be generated [14].
In our previous study [14], only one model of the attack target was used, and the evaluation of
individual data was not sufficiently demonstrated. In this study, another model was added as an
attack target, and its attack capability was demonstrated via evaluation experiments using indi-
vidual datasets. To the best of our knowledge, no previous studies have focused on the percep-
tibility of these attacks to humans. The effectiveness of using partial perturbations as a practical
and potentially threatening attack method is evaluated.

The remainder of this paper is organized as follows: Section 2 describes the assumptions in-
troduced in this study. Section 3 discusses adversarial examples of timeseries data. Section 4
describes adversarial attacks in the context of time series data classification using partial per-
turbations. Section 5 presents the experimental evaluation. Section 6 concludes the paper.
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2 Preliminaries

This section outlines the prerequisite knowledge for adversarial attacks using adversarial exam-
ples. First, the prerequisite knowledge of the attacker and attack types are described as the attack
settings. Next, typical methods for generating adversarial examples are presented. Finally, de-
fense methods against adversarial attacks that use adversarial examples for time series data
classification are described.

2.1 Attack Setting
2.1.1 Adversary'’s Knowledge

Adversarial attacks using adversarial examples are classified into two categories based on the
adversary’s knowledge: white-box and black-box attacks. This classification is established be-
cause the way adversarial examples are generated depends on prerequisite knowledge.

White-box attacks assume that the adversary possesses all information regarding the target
model, such as the training data, model structure, hyperparameters, and network weights. It is
relatively easy to create adversarial examples that result in erroneous outputs if the model
structure and weight parameters are known. Therefore, these adversarial examples represent a
more significant threat to the model than those generated via black-box attacks.

Conversely, black-box attacks assume that the adversary has no information regarding the
target model and knows only the input and output. Although most attack methods are white-box
attacks, the black-box assumption is applicable. This is because studies have demonstrated that
an adversary example generated for one model is valid for another with different training data
and structures [15].

2.1.2 Attack Categories
There are two categories of attack objectives: targeted and non-targeted attacks.

Targeted attacks aim to direct the prediction of a model toward a specific class. In general,
adversarial examples can be generated by reducing the loss of a targeted class during an attack.
For example, a targeted attack manipulates data classified under classification label 1 into data
classified under classification label 2. In general, the adversarial examples generated for this type
of attack constitute a significant threat to real-world applications.

Non-targeted attacks aim to mislead the predictions of a model, regardless of the classes. In
general, adversarial examples can be generated by increasing the losses of the correct answer
classes during attacks. Typically, an adversarial example that is more powerful than the target
attack can be generated.

Copyright © by IIAI. Unauthorized reproduction of this article is prohibited.



J. Teraoka, K. Tamura

2.2 Attack Methods
22.1 FGSM

The FGSM is a typical adversarial example generation method proposed by Goodfellow et al.
[3]. In deep learning, the gradient of the loss function is used to update the weights of the network
to ensure that the loss decreases. However, the FGSM does not update the weights of the network
but varies the input data such that the loss increases. Using the FGSM, a hostile sample X can be
expressed as follows:

X=x+ esign(Vx](G, x,y)), (€))

where x denotes the input data, € denotes a parameter for adjusting the perturbation magnitude,
0 denotes a parameter of the model, y denotes the correct label for x, and (0, x,y) denotes the
loss function.

Although the FGSM is proposed as an attack for image classification models, it can be applied
to time series data classification models by using time series data instead of image data for x .
Whereas images are perturbed pixel-by-pixel, and time series data can be perturbed for each
element of the series to generate adversarial examples.

2.2.2 Projected Gradient Descent (PGD)

PGD is an effective attack method proposed by Madry et al. [16]. Whereas the FGSM only ap-
plies perturbation to the input data once, PGD generates an adversarial example by using the
FGSM repeatedly with a step size of @. The PGD is expressed as follows:

Fer = Clibgreze-o (% + asign (75 J0,%.7))), @

where Clip(z,+¢x,—e) 18  transformation process that ensures the magnitude of the perturbation
does not exceed €. FGSM and PGD methods are inherently white-box and non-targeted attack
methods, but they can be extrapolated to black-box or targeted attacks.

2.3 Defense Methods

The implementation of defense mechanisms against adversarial attacks using adversarial exam-
ples can be approached in two ways: 1) adversarial training, which improves the robustness of
the system by including adversarial examples in the training data [3][6][16] and 2) adversarial
detection, which detects adversarial examples based on differences in the model behavior or
input data characteristics [7][12][13]. Compared with other methods, adversarial training can
achieve greater robustness against various types of adversarial attacks using adversarial exam-
ples. However, this requires the modification of the target model, decreases the classification
accuracy of the original samples, and can cause overfitting. Adversarial detection is disadvan-
tageous when compared with adversarial training because its performance is easily affected by
the type of attacker and adversarial example; however, it does not degrade the classification
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accuracy.

The 2 Class-Based-Detecting (2CB) adversarial detection method was used in this study [13].
This method is based on differences in the characteristics of the input data. This approach con-
structs a deep learning model for detection that performs 2 class classification if the sample is an
adversarial example, in addition to the model used for prediction.

3 Adversarial Examples of Time Series

In this section, we discuss the characteristics of time series adversarial examples. An adversarial
example of image data is extremely difficult for humans to identify, as shown in Figure 1 [17].
Time series data from the UCR time series classification archive [18] show the motion data of
gun pointing, with the horizontal and vertical axes representing the time and position, respec-
tively, as shown in Figure 2. The human eye can easily distinguish an adversarial example of
time series data if the data are smooth, even with slight perturbations, as shown in Figure 2. As in
the FGSM, imposing perturbations of a certain magnitude on the entire sample can cause dis-
criminable changes that are specific to adversarial examples and oscillate at a certain amplitude.
Thus, in cases involving time series data, adversarial examples generated using methods such as
the FGSM and PGD, which apply perturbations to the entire dataset, generate data that appear
unnatural, even under slight perturbations.

Original

Adversarial

PPV —— Original
_\\ Adversarial

" \

0 10 15 20 r=3 30 0 20 40 60 80 100 120 140

10 15 20 5 30

Figure 1: Image adversarial example Figure 2: Time series adversarial example

4 Attacks with Partial Perturbations

Two attacks with partial perturbations are proposed in this section: partial-FGSM and par-
tial-PGD. These attacks utilize only some perturbations to generate fewer unnatural adversarial
examples for time series data.

4.1 Partial-FGSM

The partial-FGSM uses only part of the perturbation generated by the FGSM to generate an
adversarial example, which is expressed as follows:

¥X=x+emo sign(Vx](B, X, y)), 3

where m denotes a mask matrix or vector that determines the part of the perturbation
€si gn(Vx Jj(6,x, y)) that is added to the original sample of the same size as the input data x and

Copyright © by IIAI. Unauthorized reproduction of this article is prohibited.



J. Teraoka, K. Tamura

takes on a value of either O or 1.

4.2 Partial-PGD

The partial-PGD generates an adversarial example by repeating the partial-FGSM multiple times
with a step size of @. As with the PGD, the perturbation is clipped by Clip(x,+¢%,-e) such that
the magnitude of the perturbation is not greater than € owing to repetition. The same m was used
for all the steps. The partial-PGD is expressed as follows:

Xy = Clip(it+e,it—e) (’ft + am o sign (Vfg J(6,%,, J’))) (4)

where m denotes a mask matrix or vector that determines the part of the perturbation
esign (Vf; J(0,%,, y)) that is added to the original sample of the same size as the input data x
and takes on a value of either O or 1.

4.3 Creating Partial Perturbation

The m that determines the interval to be partially perturbed results in the best attack perfor-
mance. As a simple example of determining m for a single zone, the data can be partitioned into
s equal zones when the perturbation range is 1/s of the data size, and the best zone can be de-
termined by applying perturbation to each zone. Here, m can be searched easily in multiple
zones by repeatedly adding perturbations to 1/s random points.

5 Experiment

The experimentally evaluated performances of the two attacks are presented in this section. First,
the experimental setup is described. Next, adversarial examples of time series data generated
using the existing and proposed methods are compared. Finally, the attack performance and
effectiveness of 2CB detection as a defense method against adversarial examples are evaluated.

5.1 Experimental Setup
5.1.1 Dataset

The UCR time-series classification archive (2018) dataset, which is a benchmark for time series
data classification problems, was used in this study [18]. The UCR time series classification
archive was categorized into old and new archives, which contained 85 and 43 datasets, respec-
tively. Only old archives were used in this experiment. The UCR time-series classification ar-
chive provides separate training and test sets. The data were shuffled in each set; however, the
default division was not changed.

5.1.2 Model

The fully convolutional network (FCN) and residual network (ResNet), which are typical
time-series data classification models using deep learning, were used in this study [19].
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The FCN comprises three convolution layers, each with batch normalization and a rectified
linear unit (ReLU) activation function. Furthermore, the FCN replaces the typical final fully
convolutional layer with a global average pooling (GAP) layer. Meanwhile, ResNet comprises
three residual blocks, a GAP layer, and a softmax classifier. Each residual block comprises three
convolutions, each with batch normalization and ReLU activation functions. Unlike the FCN,
ResNet features linear shortcuts between the residual blocks, thus rendering it difficult for the
gradient to vanish.

The model parameters and source code for the experiment were obtained from [20]. Table 1
lists the architecture and optimization hyperparameters of each model.

Table 1: Architecture and optimization hyperparameters for each model

Methods Layers Conv Epochs Batch Learning rate  Decay
FCN 5 3 2000 16 0.001 0.0
ResNet 11 9 1500 16 0.001 0.0

5.2 Generating Adversarial Examples

The existing FGSM and PGD methods as well as the proposed partial-FGSM and partial-PGD
methods were used to generate adversarial examples. For all attack methods, the perturbation
magnitude was set to 0.1. The number of iterations was set to 40 for both the PGD and partial
-PGD methods. In this experiment, the perturbation ranges of the partial-FGSM and partial-PGD
methods were set to 1/10 of the data length. The data were partitioned into ten equal-length
zones, and the zone with the highest misclassification probability for each dataset was adopted.
The experiment was conducted using CleverHans, which is a library of adversarial examples
[21]. Parameters other than those for the FGSM and PGD were obtained from the default pa-
rameters of CleverHans.

Figures 3 and 4 show adversarial examples from the OliveQil dataset generated from the UCR
time series classification archives. These graphs represent the food spectrograms of olive oil,
where the horizontal and vertical axes represent time and frequency, respectively. Figure 3 pre-
sents a comparison of adversarial examples based on the FGSM and partial-FGSM. Figure 4
shows adversarial examples of PGD and partial-PGD. Noise can be easily identified for the
FGSM and PGD methods that apply all perturbations, as shown in Figures 3 and 4, respectively.
However, the noise for the partial-FGSM and partial-PGD methods could not be easily identified
because most of the data remained unchanged from the original data.

Figures 5(a) and 5(b) show graphs comparing the values of the mean absolute error of the
original data and the adversarial example for each of the 85 datasets in the UCR based on FGSM,
partial-FGSM, PGD, and partial-PGD. The mean absolute error (MAE) values for the par-
tial-FGSM were smaller than those for the FGSM, and the overall MAE values for the PGD
were smaller than those for the partial-PGD, thus rendering identification difficult when partial
perturbations are applied, as shown in Figures 3 and 4.
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Figure 5: Comparison of MAEs

(b) MAEs of PGD and partial-PGD
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5.3 Performance of Attacks

The accuracies of each adversarial example generated with all perturbations and those generated
with partial perturbations for all datasets were compared. The classification accuracy for each
dataset using the adversarial input model is plotted in Figures 6 and 7. Adversarial inputs with all
perturbations are on the horizontal axis, and those with partial perturbations are on the vertical
axis. A comparison between the FGSM and partial-FGSM methods is shown in Figure 6, while a
comparison between the PGD and partial-PGD methods is shown in Figure 7. The attack per-
formances of the adversarial examples with all perturbations were higher for most datasets, as
shown in Figures 5 and 6. However, the detailed results indicate that the attack performance of
the partial perturbation was not sufficiently low and could be ignored for several datasets, as
listed in Tables 2 and 3. The number of datasets for which the accuracy against partial perturba-
tions (denoted by P-FGM and P-PGD in Tables 2 and 3) was less than half of that against the
original data (denoted by ORG in Tables 2 and 3) was 23 for FCN and 15 for ResNet. This poses
a significant threat to the majority of systems. In some datasets, such as OliveQil and Strawberry,
the partial perturbation achieved the same attack performance as the entire perturbation.
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Figure 6: Accuracy comparison between FGSM and partial-FGSM (%) for: (a) FCN and (b)
ResNet
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Figure 7: Accuracy comparison between PGD and partial-PGD (%) for: (a) FCN and (b) ResNet
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Table 2: Accuracy of each dataset (%). (ORG denotes original samples, P-FGM denotes par-

tial-FGSM, and P-PGD denotes partial-PGD) (1/2)

Dataset FCN ResNet

ORG FGSM PGD PFGM PPGD | ORG FGSM PGD  PFGM  PPGD
Adiac 83.89  1.79 077 4688 3402 | 8542 333 1.28 7422 54.69
ArrowHead 8457 3771 1086  72.66  60.16 | 8343 2571 9.7l 62.50  43.43
Beef 7333 3333 3.33 36.67 3667 | 7333 2667 1333 40.00  43.33
BeetleFly 9500  30.00 500  75.00  75.00 | 85.00  25.00 1500  80.00  80.00
BirdChicken 90.00  65.00  10.00  90.00  90.00 | 90.00  50.00 1500 7500  75.00
CBF 99.56  88.56  86.89  98.63  98.63 | 99.22  92.67  92.00  99.02  98.44
Car 90.00 21.67 667 3833  30.00 | 9500 21.67 500 5333  25.00
ChlorineConcentration 81.93 1406  12.14  39.06 3438 | 8513 1070  8.05 2500  14.06
CinCECGTorso 8297 2493 638 65.63 4635 | 84.13 2544 790 7031 4531
Coffee 100.00  3.57 000 8214 7857 | 10000 53.57 3929 9643  96.43
Computers 80.40  43.60  20.80 7344  70.83 | 80.80  38.80 2040 7240  68.75
CricketX 80.51 2231 821 7188 6875 | 7872 3128 974 7256  70.83
CricketY 77.18 1667 821 6849 6406 | 8179 2231 667 7031  62.11
CricketZ 7974 2128 1051 65.63  62.50 | 8128 2923 821 64.06 5938
DiatomSizeReduction 3007 4216 3628 2734 2734 | 5490 3529 654 3438 29.69
g::jl‘apha'a“xo““‘“e"ge' 7194 2446 2086 4688 4375 | 7554 2950 2086 5781  51.56
g‘csttalpha‘a“xouﬂ‘“ec‘“' 7536 3044 2500  50.00 4891 | 7826 3406 2174 5938  53.13
DistalPhalanx TW 6835 2230  8.63 5827 5684 | 6835 1583 1079  57.55  48.44
ECG200 89.00 3800  19.00 82.81  82.81 | 89.00  48.00  36.00 8438  84.38
ECG5000 94.11 7211 3811 9204 9178 | 93.44 7022 6109  90.62  87.62
ECGFiveDays 98.14  34.03 256 8438 8438 | 9443  11.03 5.8 6094  62.50
Earthquakes 7338 33.09  31.66 6835 6835 | 7410 4029  36.69 7031  68.75
ElectricDevices 69.69 4546 3135 4141 2656 | 7222 5106 2731 40.63  23.44
FaceAll 95.03  68.11 5408  92.88 9254 | 82.54 7432  69.76 8143  80.89
FaceFour 9205 1818  6.82 8594 8750 | 9545 6591  43.18 9375  92.19
FacesUCR 9459  70.63 5922 9297 9297 | 9556  83.76 7937 9297  92.97
FiftyWords 64.18 945 791 53.13 5000 | 7055  12.09 835 64.06 5938
Fish 96.00 12.57 057 6172 3516 | 98.86 1257  0.00 85.94  68.75
FordA 91.67 5159 4629  60.94 5506 | 93.56 4591 1341  90.63  87.20
FordB 78.64  47.65 2272 67.19  50.00 | 82.35 2840 1926  75.00  73.44
GunPoint 10000 18.67  5.33 89.06 8125 | 9933 5200 133 89.84  83.59
Ham 68.57 3143 3143 6476  60.00 | 7238  27.62 27.62 67.62  67.62
HandOutlines 88.11 3595 3432 3125 1838 | 93.24 3595 676 3438  10.94
Haptics 4773 1851 1591 3073 2135 | 5130 196 1331 4115 2227
Herring 51.56 5938 4844 4688 4844 | 5625  60.94 4688  53.13  53.13
InlineSkate 3382 9.64 727 1797 1641 | 39.09 1727 1182 2188  14.06
InsectWingbeatSound 3929 1248  7.58 2656 2031 | 4778 1636 1505 3594  37.50
TtalyPowerDemand 9592  87.85 8630 9375 9375 | 9592 9145 8970 9531 9531
LargeKitchenAppliances 89.07 5947 1573  82.03  80.94 | 89.60  69.87 3893 7734 7891
Lightning2 7541 2787 2623 7213 7213 | 7541 5574  50.82  68.85  68.85
Lightning7 82.19  30.14 1644 6875 7031 | 83.56 2740 2466 7500  75.00
Mallat 96.46  17.57 3.8 8555 5664 | 9727 2439 260 9229  83.38
Meat 4500 5000 4833 4333 4500 | 9500  3.33 1.67 7000  23.33
Medicallmages 79.87 3566 11,58 6719  67.19 | 7526 4934 3579  67.19  65.63
g’[r‘:féePhala“XO“tl‘“eAge' 5649 2338 27.92 2813 2344 | 5779 3831 2468 3750  29.69
Xéfdle?halanxouﬂmecor' 8213 2028 1821 5156  29.69 | 82.82 2577 1684 5625  40.63
MiddlePhalanx TW 50.65 2208 1494 2344 2578 | 48.05  9.74 1688 3047  21.88
MoteStrain 9265 7157 6486  90.63  90.63 | 92.49  74.60 6845  90.10  90.10
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Table 3: Accuracy of each dataset (%). (ORG denotes original samples, P-FGM denotes par-
tial-FGSM, and P-PGD denotes partial-PGD) (2/2)

11

FCN ResNet

Dataset

ORG FGSM PGD P-FGM P-PGD ORG FGSM PGD P-FGM P-PGD
gfé‘é“é’%i‘;’f;el 9593 209 209 3906 972 | 9522 473 056 5156  25.00
gfgé“é’%;‘;’f;ez 9532 3.46 0.46 51,56 17.03 | 95.01  2.49 0.61 59.38  20.31
OSULeaf 9835 1322 0.00 8359  67.97 | 97.93 1322  0.83 9453 89.06
OliveOil 76.67 333 3.33 3.33 3.33 80.00 1667  3.33 2000  6.67
PhalangesOutlinesCorrect 81.00 34.15 18.53 51.43 38.70 82.52 38.23 17.60 57.81 51.30
Phoneme 3244 1661 1240 938 9.38 3207 1540 9.8 1250 10.94
Plane 10000 37.14 095 10000 100.00 | 10000 69.52  57.14  99.05  99.05
gg’geigf;s;‘ala“xout““' 83.90 4878 732 42.19 4219 | 8293 3268 1024 6250  54.69
ﬁ;"ggg’i’;‘ala“xout' 89.35  14.09  10.65 5104 3540 | 9038  23.02  9.97 71.82 4296
ProximalPhalanx TW 7659 2390 439 5512 39.06 | 76.10  6.83 537 6406 42.19
RefrigerationDevices 5093 3227 2533 4747 4720 | 5093 3413 30.13 5040  50.67
ScreenType 61.87  28.80  25.07 4844 4531 | 63.20  28.00 2240  46.09  33.59
ShapeletSim 61.67 4889 4556 2031  21.88 | 8833 1167  11.67 7344  73.44
ShapesAll 89.50  3.17 067 8125 7017 | 9150  3.67 0.83 87.95  85.07
SmallKitchenAppliances 7840 4560 1547  72.80 5333 | 78.93  40.00  17.60  72.00  49.87

Sony AIBORobotSurfacel 96.34 83.03 81.20 94.87 94.87 97.17 77.87 76.54 94.27 94.27
Sony AIBORobotSurface2 97.17 87.83 87.09 93.75 93.75 98.22 90.14 89.19 96.35 96.35

StarLightCurves 96.87 57.72 40.21 85.94 76.56 97.26 57.94 46.90 76.56 65.63
Strawberry 97.57 61.08 243 3.13 3.13 97.84 2.70 2.16 6.25 1.56

SwedishLeaf 97.12 21.60 3.20 92.00 89.44 95.84 35.04 16.32 92.19 90.63
Symbols 94.87 42.01 4.52 91.74 90.18 91.86 31.26 10.15 89.06 87.19
SyntheticControl 98.67 96.33 96.00 98.67 98.67 99.67 95.67 95.67 98.67 98.67
ToeSegmentationl 96.49 33.33 17.98 93.75 93.23 95.61 67.11 4430 90.63 90.63
ToeSegmentation2 93.08 34.62 27.69 83.59 83.59 89.23 56.15 49.23 87.50 85.94
Trace 100.00  74.00 26.00 96.88 85.94 100.00  64.00 26.00 92.00 89.06
TwoLeadECG 100.00  6.85 1.84 96.88 96.88 99.91 11.50 3.25 90.10 90.10
TwoPatterns 86.95 56.65 39.65 84.67 84.25 99.23 86.03 82.30 96.88 95.31
UwaveGestureLibraryAll 81.91 14.66 0.87 54.69 23.44 84.51 17.09 1.87 65.63 26.56
UwaveGestureLibraryX 75.60 25.94 4.83 59.38 46.88 76.49 26.41 8.29 62.50 60.94
UwaveGestureLibraryY 63.90 26.91 11.64 43.75 37.50 65.49 25.29 12.48 45.31 39.06
UwaveGestureLibraryZ 72.53 20.66 9.58 58.85 47.40 74.85 28.50 9.07 64.06 57.81
Wafer 99.74 1.10 0.41 89.06 73.44 99.76 13.60 0.93 97.32 96.65
Wine 50.00 50.00 50.00 50.00 50.00 61.11 38.89 38.89 38.89 38.89
WordSynonyms 55.96 8.31 8.15 40.63 31.25 62.54 15.05 10.66 51.56 45.31
Worms 77.92 19.48 7.79 58.44 48.05 81.82 10.39 14.29 74.03 57.14
WormsTwoClass 76.62 31.17 23.38 60.94 59.38 72.73 36.36 27.27 64.06 62.50
Yoga 83.63 43.80 16.43 61.72 32.81 85.47 46.43 14.53 64.06 43.61

5.4 Effectiveness of 2CB detection

The effectiveness of the 2CB detection method was evaluated using adversarial examples with
partial perturbations. The same structure was used for the detection and prediction models. Ad-
versarial examples generated using FGSM were used as training data for the adversarial example
class. For the evaluation, adversarial examples were generated in the same manner as in the other
experiments.

The results demonstrating the accuracy of the 2CB detection model for each dataset are listed
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in Tables 4 and 5, and an accuracy comparison between complete perturbation and partial per-
turbation is shown in Figures 8 and 9. Tables 4 and 5 show the detection rates of whether the
adversarial examples generated for the 85 datasets in the UCR were identified via 2CB detection.
For example, for the “Adiac” dataset, the FGSM and PGD showed 100%, thus indicating that all
adversarial examples were detected via 2CB detection, whereas partial-FGSM (denoted by
P-FGM in Tables 4 and 5) and partial-PGD (denoted by P-PGD in Tables 4 and 5) showed 0%,
thus indicating that they were not detected. These values were the same as the detection rates
when focusing on values other than the original data (denoted by ORG in Tables 4 and 5). The
detection rate was the highest for the FGSM, which was used to train the detection model, fol-
lowed by PGD, which was not used for training but utilized complete perturbations, as summa-
rized in Tables 4 and 5. Conversely, the partial-perturbation methods, i.e., partial-FGSM and
partial-PGD, were almost undetectable most of their data were exactly the same as those of the
original samples. Thus, partial perturbation can be more difficult to defend than complete per-
turbation, particularly when the method is based on input data features, such as 2CB detection.

Table 4: Accuracy for 2CB detection models on each dataset (%). (ORG denotes original
samples, P-FGM denotes partial-FGSM, and P-PGD denotes partial-PGD) (1/2)

Dataset FCN ResNet

ORG FGSM PGD P-FGM  P-PGD ORG FGSM PGD P-FGM  P-PGD
Adiac 99.74 100.00  100.00  0.00 0.00 98.98 100.00  73.15 0.00 0.00
ArrowHead 100.00 100.00  88.57 0.00 0.00 100.00  100.00  90.86 0.00 0.00
Beef 100.00  100.00 100.00  0.00 0.00 100.00  100.00  100.00  0.00 0.00
BeetleFly 100.00  100.00 45.00 0.00 0.00 100.00  100.00  85.00 0.00 0.00
BirdChicken 100.00  100.00  80.00 0.00 0.00 100.00  100.00  95.00 0.00 0.00
CBF 56.22 63.11 57.56 42.97 42.97 56.44 63.44 61.78 39.84 39.06
Car 100.00  100.00 100.00  0.00 0.00 100.00  100.00 100.00  0.00 0.00
ChlorineConcentration 100.00  99.04 81.51 0.03 0.03 100.00  99.84 94.12 0.00 0.00
CinCECGTorso 99.93 89.35 55.94 0.00 0.00 99.78 100.00  99.06 0.00 0.00
Coffee 100.00  100.00 100.00 0.00 0.00 100.00  100.00 96.43 0.00 0.00
Computers 99.60 94.80 98.40 0.78 6.40 99.60 96.80 70.80 0.00 0.00
CricketX 95.64 92.05 90.26 4.43 5.21 97.69 97.44 85.39 2.31 3.08
CricketY 98.21 93.59 85.39 0.00 0.00 95.90 98.97 84.10 391 3.13
CricketZ 88.97 98.46 93.85 7.81 9.38 91.03 97.44 89.23 10.00 7.81
DiatomSizeReduction 99.02 100.00  100.00 0.78 0.78 99.02 100.00  99.02 0.78 0.78
DistalPhalanxOutlineAgeGroup 100.00 100.00 89.21 0.00 0.00 100.00  100.00 92.81 0.00 0.00
DistalPhalanxOutlineCorrect 100.00  100.00  99.64 0.00 0.00 99.64 100.00 76.45 0.00 0.00
DistalPhalanx TW 100.00  100.00  95.68 0.00 0.00 100.00  99.28 85.61 0.00 0.00
ECG200 90.00 88.00 84.00 12.00 12.00 92.00 93.00 82.00 7.81 7.81
ECG5000 97.96 96.42 76.47 2.58 2.44 97.31 99.51 84.53 2.82 2.76
ECGFiveDays 99.77 99.07 95.94 0.00 0.00 99.77 100.00 71.43 0.00 0.00
Earthquakes 100.00  100.00 100.00  0.00 0.00 100.00  100.00 100.00  0.00 0.00
ElectricDevices 94.40 70.80 84.89 0.00 0.00 94.76 97.34 78.47 0.00 0.00
FaceAll 97.40 89.35 81.01 0.00 0.00 97.52 93.08 82.54 0.00 0.00
FaceFour 94.32 70.46 67.05 4.69 6.25 96.59 80.68 68.18 341 3.13
FacesUCR 85.71 96.73 90.98 15.18 14.06 85.95 86.59 74.10 12.50 12.50
FiftyWords 100.00  99.78 99.78 0.00 0.00 100.00  100.00 100.00  0.00 0.00
Fish 99.43 100.00  100.00  0.00 0.00 99.43 100.00  100.00  0.00 0.00
FordA 100.00  99.92 100.00  0.00 0.00 100.00  100.00 100.00 0.00 0.00
FordB 100.00  99.38 100.00 4.95 12.50 100.00  99.75 100.00  0.00 0.00
GunPoint 99.33 100.00  100.00  0.00 0.00 100.00  100.00 100.00 0.00 0.00
Ham 100.00  100.00 100.00 0.00 0.00 100.00  100.00 100.00 0.00 0.00
HandOutlines 100.00 100.00 97.57 0.00 0.00 100.00  100.00  0.00 0.00 0.00
Haptics 100.00  99.68 100.00  0.00 0.00 99.68 100.00  80.84 0.00 0.00
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Table 5: Accuracy for 2CB detection models on each dataset (%). (ORG denotes original
samples, P-FGM denotes partial-FGSM, and P-PGD denotes partial-PGD) (2/2)
FCN ResNet
Dataset
ORG FGSM PGD P-FGM P-PGD ORG FGSM PGD P-FGM P-PGD

Herring 100.00  100.00  100.00  0.00 0.00 100.00  100.00 100.00  0.00 0.00
InlineSkate 100.00  100.00 64.00  0.00 0.00 100.00 10000 98.73  0.00 0.00
InsectWingbeatSound 100.00  99.55  99.95  0.00 0.00 100.00  99.85  99.95  0.00 0.00
ItalyPowerDemand 8727 7094  72.60 3573  82.81 | 85.03 7405  64.53  0.00 0.00
LargeKitchenAppliances 96.00 9547  100.00 3573  79.69 | 9653  97.33 10000 8.53 12.50
Lightning2 9344 9344 7541  9.84 8.20 90.16  77.05 4754  9.84 9.84
Lightning7 87.67  89.04 8493 1233 1233 | 9452  89.04 7671  5.48 5.48
Mallat 100.00  100.00  100.00  0.00 0.00 100.00  100.00  100.00  0.00 0.00
Meat 100.00  100.00  100.00  0.00 0.00 100.00  100.00  100.00  0.00 0.00
Medicallmages 99.74  100.00 98.95  0.00 0.00 100.00 10000 99.74  0.00 0.00
?}Ar‘jj;ephala“xoutl‘“eAge' 100.00 10000 9935  0.00 0.00 100.00 10000 85.07  0.00 0.00
MiddlePhalanxOutlineCorrect 100.00  100.00  100.00  0.00 0.00 100.00  100.00 90.03  0.00 0.00
MiddlePhalanx TW 100.00 10000 98.70  0.00 0.00 100.00 10000 79.22  0.00 0.00
MoteStrain 85.06 7772 79.63  12.34 1266 | 8530  90.18  83.55  12.50  12.50
NonlnvasiveFetalECGThorax] | 100.00  100.00  100.00  0.00 0.00 100.00  100.00  100.00  0.00 0.00
NonlnvasiveFetalECGThorax2 | 100.00  100.00  99.85  0.00 0.00 100.00  100.00  100.00  0.00 0.00
OSULeaf 100.00 10000 84.71  0.00 0.00 100.00 10000 88.02  0.00 0.00
OliveOil 100.00  100.00  100.00  0.00 0.00 100.00  100.00  90.00  0.00 0.00
PhalangesOutlinesCorrect 100.00 10000 9126  0.00 0.00 99.88 10000 5897  0.00 0.00
Phoneme 90.67 8381  57.96  6.59 6.86 89.66  90.08 7653  5.94 5.94
Plane 100.00 10000 87.62  0.00 0.00 100.00  100.00  99.05  0.00 0.00
grr‘(’)’;‘;“alphalam‘o“ﬂ‘“eAge' 100.00 10000 75.12  0.00 0.00 100.00 10000 94.63  0.00 0.00
ProximalPhalanxOutlineCorrect | 100.00  100.00  100.00  0.00 0.00 100.00 10000 3849  0.00 0.00
ProximalPhalanxTW 100.00  100.00  60.00  0.00 0.00 100.00 10000 83.42  0.00 0.00
RefrigerationDevices 98.13 9733  96.80  0.00 0.00 98.13 9493  90.13  0.00 0.00
ScreenType 99.73  88.00 9493  1.56 9.38 98.13  97.87 7467 938 6.25
ShapeletSim 9333 3.33 2.78 3.13 3.13 7611 3222 1722 1875 14.06
ShapesAll 100.00 10000 67.17  0.00 0.00 100.00 10000 5433  0.00 0.00
SmallKitchenAppliances 98.67 5200 6027  0.00 0.00 98.67 9893  6.67 0.00 0.00
SonyAIBORobotSurfacel 73.88 5924 5691  21.88  21.88 | 70.05 6539 5940 2422  25.00
SonyAIBORobotSurface2 6348  75.13  72.82 2500 2656 | 6327 6464 5876 3438 3438
StarLightCurves 100.00 10000 9239  0.00 0.00 100.00  100.00  100.00  0.00 0.00
Strawberry 100.00 10000 94.60  0.00 0.00 100.00  100.00  100.00  0.00 0.00
SwedishLeaf 10000 9872  81.76  0.00 0.00 99.36  99.52  79.84  0.00 0.00
Symbols 99.80  100.00  100.00  0.00 0.78 99.80 10000 96.48  0.00 0.00
SyntheticControl 5933 53.67  53.67  38.54  39.06 | 5633 6400  66.67 41.67  41.67
ToeSegmentation] 7456 9649 8290  10.94 1250 | 7412 93.86 7675  12.50  10.94
ToeSegmentation2 9923 90.00  80.77  0.00 0.00 9923 9846  93.08  0.00 0.00
Trace 100.00  72.00  97.00  0.00 0.00 100.00 10000 88.00  0.00 0.00
TwoLeadECG 9921  99.74  88.67  0.52 0.39 98.68  99.65  84.02  0.00 0.00
TwoPatterns 100.00  100.00 99.95  1.56 1.56 99.95  99.65  98.93  3.96 3.44
UwaveGestureLibraryAll 100.00  99.97  99.67  0.00 0.00 99.97  99.97  100.00  0.00 0.00
UwaveGestureLibraryX 99.97  99.97  100.00  0.00 0.00 99.97  99.94  99.97  0.00 0.00
UwaveGestureLibraryY 99.97  99.97  100.00  0.00 0.00 99.97 10000 100.00  0.00 0.00
UwaveGestureLibraryZ 10000 99.97  100.00  0.00 0.00 100.00  99.97  100.00  0.00 0.00
Wafer 100.00  99.81  100.00  0.00 0.00 100.00  99.94  99.48  0.00 0.00
Wine 10000 11.11 9630  0.00 0.00 100.00  100.00  100.00  0.00 0.00
WordSynonyms 100.00  100.00  100.00  0.00 0.00 99.84  99.84  99.84  0.00 0.00
Worms 9870  100.00 84.42  2.60 3.90 98.70 10000 2597  1.30 1.30
WormsTwoClass 9740  96.10 5325  2.60  2.60 9740 10000 8442  2.60 2.60
Yoga 100.00 10000 99.90  0.00 0.00 100.00  100.00  100.00  0.00 0.00
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Figure 8: Comparison of accuracy for the 2CB detection between FGSM and partial-FGSM
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Figure 9: Comparison of accuracy for the 2CB detection between PGD and partial-PGD (%) for:
(a) FCN and (b) ResNet

6 Conclusion

This study focuses on adversarial attacks using adversarial examples for time series data classi-
fication. The findings show that adversarial examples of time series data that cannot be identified
as adversarial examples in time series data classification can be generated using partial pertur-
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bations. The perturbation of an entire dataset exhibits clear indicators of data perturbation, which
is not encountered when using image data. Therefore, partial-FGSM and partial-PGD methods
were proposed, and these methods use only partial perturbations, thus rendering them simpler
and more realistic attack methods. Furthermore, the effectiveness of the proposed methods was
evaluated experimentally. Datasets for which the attack performance did not sufficiently degrade
existed and were negligible, even when the perturbation range was reduced to 1/10. Furthermore,
we verified the effectiveness of the 2CB detection method, which detects adversarial examples
based on the differences in data characteristics. These results indicate minimal protection.
Therefore, the findings of this study show that the threat of partial perturbations was significant
in terms of abnormalities and the difficulty in defending against them, particularly in time series
data. In the future, defense methods against the partial-FGSM and partial-PGD methods will be
studied, and a feature analysis of the datasets for which partial perturbation is effective will be
conducted.
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